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What are Tuesday
Tech Teachings?

Once-Weekly Presentations focused on a
section of a chosen monthly topic.

10-15-minute live demonstration followed
by a hands-on do-it-yourself experience.

Post-demonstration Q & A on any
technology related topic.




Topic Schedule for this month.

Monthly Topic:
Cyber Security
.Week 1.: . Week 2: Week 3: Week 4: Week 5:
H.|story Trivia | | 5cam Emails/ Computer Antivirus Scam Calls/
Bring your Cell Websites Viruses Softwares Messages
Phone! _
This week’s
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So... what is malware (viruses)?

A harmful file or program that can Something that could be
harm your computer in some way, downloaded in any type of file on
shape, or form. any type of site.

Something that is intended to
retrieve personal information or
files from your computer.



Examples of common viruses:

Source: Norton Security

CryptolLocker

This virus discreetly penetrated
systems via deceptive email
attachments, encrypting crucial files
and effectively holding them hostage.
The architects of CryptoLocker
coerced hundreds of thousands of
victims into paying ransoms to
retrieve the decryption key. This
pivotal event highlighted the
significant threat and lucrative nature
of ransomware attacks, underscoring
the critical importance of robust
cybersecurity defenses.

Storm Worm

A devastating virus that distinguished
itself with an ominously deceptive
tactic. Using the subject line "230
dead as storm batters Europe," the

virus proved to be irresistible bait for

curious minds.

Simply clicking a link in the email
triggered the virus, which then took
over computers, turning them into
bots that furthered the virus's spread
and generated massive amounts
of spam. Storm Worm, also called the
Storm Bot, infected millions of emails,
causing widespread digital disruption.


https://uk.norton.com/blog/malware/ransomware-5-dos-and-donts
https://uk.norton.com/blog/how-to/spam-spam-go-away

How do | tell if | have a virus?

1. Slowed Performance:

o|f your computer is noticeably slower than usual, taking longer to load programs, boot up, or browse the internet, it could be a sign of malware.
eMalware often consumes system resources, leading to a decline in performance.

2. Frequent Pop-up Ads:

*An abundance of pop-up ads, especially ones that are unwanted or appear on sites you wouldn't expect, is a strong indicator of malware.
eMalware often generates pop-ups to display ads or redirect you to malicious websites.

3. Changes to Browser Settings:

o|f your browser's homepage, default search engine, or toolbars have been changed without your consent, it's a sign of potential browser hijacking by malware.
eBrowser hijacking often involves redirects to unwanted websites.

4. Unusual Error Messages and System Problems:

eFrequent error messages, system crashes, or freezes can be a sign of malware interfering with your system.
eMalware can disrupt system processes, leading to instability.

5. Unfamiliar Applications or Programs:

o|f you notice new programs or applications installed on your computer that you don't remember downloading or installing, it could be a sign of malware.
*Be wary of any unfamiliar software, as it could be malicious.



Invasive Browsers

An Invasive Browser (or Potentially Unwanted Program) is a type of application that can be acquired from
downloading any file from any website. They can either go unnoticed or can create annoying but not harmful issues

with your computer. These programs can modify your web browser settings, display unwanted ads, track your online
activity, or modify system settings.

Examples of invasive browsers:
* Wave Browser

* AskToolbar

* Babylon Toolbar

* Conduit Search

What you can do:

* Ensure that a download you make comes from a credible website (eg. Amazon.com, Google.com)
* Ensure that you have file backups on a external drive

* |[nstall an antivirus software



DON’T WORRY!

Yes, malware and computer viruses are bad, but
they can be stopped.

Next week, we will be discussing anti-virus
softwares. These are a crucial step to ensuring your

online safety is at its finest.

These will help you stay safe from viruses from
nearly anywhere you could get them.
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An Important Notice:

Remember:

loganslocks.com Renewal Due by March 10! spam

mer Support <support@cepavalpanama.com>

L] ) °
e V e I C I C O I I a I I l O u e t I I l a I l This message seems dangerous
Similar messages were used to steal people's personal information. Avoid clicking links, downloading attachments, or replying with personal information.

Looks safe

email!

Don't Let Your Domain Expire —

Instead, go directly to the

Your domain is set to expire on March 10, 2025.
Without renewal, your website and emails could go
offline. Secure your domain today to keep your

website in question and search

+ Avoid Website Downtime — Keep your site
accessible 24/7.

L] L]
fo r t I I ‘ ’ It‘ : I I l t I l ‘ : ‘ ’ I I l a I l + Protect Your Online Identity — Prevent losing your
domain to someone else.
+ Ensure Business Continuity — Maintain email and

website functionality.



Next Week: Antivirus Softwares
Tech Help available at the following times:
Monday — 2:45-5pm
Tuesday - 3-4pm
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