
Tips for Recognizing Scam Emails and Text Messages 
 

●​ Watch out for messages with lots of grammatical errors. Many times scam emails are 
quickly written and sent out to a large number of people, and often they contain 
multiple errors. 

 
Example of a sentence to watch out for: “Please, send me copy of your last bank Statement;” 
 

●​ Take a look at the sender’s name. People who send scam messages often do not include 
their last name in the email. Keep in mind that message whose sender includes a last 
name could still be harmful, so make sure to read the content of the email. 

 
Example: if you get a message from Logan Skowronski, it is usually more trustworthy than a message 
from just “Logan” 
 

●​ Look at the sender’s email address, especially if it is being sent from a company.  If the 
email address is abnormally long, think twice before clicking a link inside the email. 

 
Watch out for an email address like this: akglgaoghaioaruiospdfhlskdhy90343@amz.us.com 
 
 

THE GOLDEN RULE OF SCAM TEXTS AND EMAILS: 
Always go DIRECTLY to a website to sign in to your account. Don’t click on a link 
sent in an email. It may take longer, but it will help you in the long run.      
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